' T
BRIDGE

COMMUNICATIONS

Bare Server Build



TABLE OF CONTENTS

INEFOAUCTION ..ttt et sttt et e e s st e as e eas e ease e ea b e ee b e sabesa e e easeeas e st e saseeaseeaneesseenseennnenns 4
INSTAIIATION BASICS .. vttt ettt ettt ettt ettt e b e eh e e eatees bt e et e et e et et e e aaeeabeeabeeabe e eh b e eb e e eh e e ebeae et e et e et e et e nneennes 5
SQOL INSTAITATION .ttt h e e eb e b e e b e e b e e be e e e be e e e b e e b b e eh b e e bt e ebbee b e e eb e e ebaeene e bneas 6
INSTAIIATION PreP ...ttt ettt et e e e e e e e e aaae e e e aaaeeeesassaaeeeesasaeeeesnsese e ssaeaeenssseeennsasaeeensseeseeensaeeeennsaeeennseans 8
INSTAIl TSP ON the BOC SEIVET ...ttt ettt ettt et a e e et e e et e e e hbe e e b e e e abe e e b s aeeas e e e b e e eant e e e neesabeeesanaeas 9
TESTING TAPI CONNECETION ..ttt eae et et st st aasasaaaeaeaeae e e s s sassbesssase s s s s 4eseae 4 e 4eaaaaaasaaaaaeess s snsssnsnsnnan 11
BOC Tapi SEEINGS WIZATA......eeeieieieeeeee ettt e e e e et ae e e e e e e e e e e eabaaaaeaeee e nsasssaeaeaseasassasaeeeesensnnsnssssaeaeeeanns 12
INStalling the BOC TAPI CONNMEBCEON . ... .uiiiieieiieeeeetie ettt e et ee e et e e e e eeeaaeeee e easaeaeeeesaeeeessssaeeasasaeesnsaeaaesnsase s nssnaeeansaes 16
ConNECtOr SErVEr CONTIGUIAtION ... ...uiiiiiiiee ettt eeeeetae e e e es e aeeeaaaeeaesssseeeesseae e ansseeeenssaeesnsaseeseeennseaeans 17
W atCNAOE SEEUP ...ttt et h e et e e hae e s b e e e st e e aseesab e e s b e sasbe e ab e e ehae e e nbbae e eaneeesaaeenseeennes 22
Phone MeSSages @Nd PAGING......ccc.uuiiiiiiiieeieciie et ettt eette e e e e e e e e etaeeeeaa s aeeeenssaeaeensasaeessseaeesasaeeesasasaeensaseaeeanssseaeannes 22
BOC Service MeNnU ON the PRONES ........oiiiiiieeeeeeeeeeee et e e e et e e e e eaae e e easaeeeeasasaeensasaeeansaee e nseaeeeenneeas 23
Cisco Unified Presence CONFIGUIAtION . ........oii ittt e et e e e e eaae e e e eaae e e e e aae e e ebaaeeeeaasaeessaeeees sennnaaeans 24
BOC EXChange CONNECTON PrOSIAM .. .....oiiciiiieeeeeiieee ettt e et eeeeeaeee e taaeeeeaaae e eaae e eeeeesaeaeeasseseaesnsaeeansasaeeensssesenseaessennsaes 26
(310 O RV7 o Vol 6o Tq ] o T=Tot o] gl o {07 = = 1 1 DO TSP RPRPPPN 30
CIIENT INSTAIN <.ttt eh e h e eh e et e et e s e e s e e b e eabeeabeeabeeabe e easeeaseebsaeebb e et e e s e e b e e s eennas 33
ClIeNt SETEINGS WIZAT ..ottt et rb e e aa e e e e aa e e s e e sa e e e b e e e sabe e e aae e e sb b e e st e e ebbaeease s eeesse e sseaenaneeas 33
ManUal Client CoONFIGUIATION .....cc i e et ae e e et e ee e eaaaaeeeeasaae s asaeeeesasaeasassseaeensaaeseeansaneaeannes 35
EXPOITING BOC SEELINES .oeeeiiiiiiiiiiiiiiieieiie ettt e ee ittt ae et et et aeaeteeataeaeaeaeaeaeaeesessesesesesateaesaeataeaeaeaeteteeeeesaeaeaeeeeeeeesssseseseeerereeeen 36
Configuring Updates - Optional SETEINEGS ....coouuiiiiiiiiie ettt st e e s s abe e b e e sabe e e esaaeas 36
Configuring Updates - Elevated Privilege SETLINGS .......cco ittt ettt e e e ae e e eaae e e e aaaeaeeannaeaaaas 37
HYDIIA IMMOAE .ot ettt et e et e e e et e e e e et be e s ee e baeaeesnsaee e nabeaesasaaeeesasseee e nsseaees eansaeaeenssaeensnsaaas 37
Cisco TAPI Driver (TSP) iNStall ON ClENT ......cooe ettt e e e e e e et e e e e eaae e e e ebaeeeeanaeeeeeasasaeesaaeeseeennnaaaaas 37
TSP L ClICK INSTAIL. ettt ettt et b e e b e e s h e e eb e e st et e e e ae e s beesbeesbeesseenss e e esaessaessaenseeesneas 37
Manually Install TSP on Client for RyBrid...........oo ettt s e e 38
LIS (1T A\ od W @0eT o [T o] o OSSPSR 39
APPENAIX A ettt ettt e et e e e e et e e e e etaeee e e aaae e eaaeee e —aeaeaaatee e bt a——ae e bateeeaaaate e nabaae e aaeeeeasaeaeaeabaeaeeeentaeeeennaaeaenabaaas 41
Install TSP on BOC Server or Console for CUCM 7.X and Prior SYSTEMS......ccccuuiieiiiieieiiiieeeceieie et e e eae e e e evaeee e 41
TESTING ODBC CONNECTION ...uetitiieieiiiitetieieaeiea e aaaaaaaaaaaaaa—eaeaeaasasasasasasasasssasssss aassssssssasasasssssssassssasssasasasasasasasssesessnnnsssnnnsnnan 45

2|Page



3|Page



Introduction
There are 4 major components and 2 optional components involved in a BOC deployment.

Required

1. BOC Connector
a. Provides connectivity between the CallManager server and the database. There may be multiple connectors based
on size of deployment.
2. BOC Database
a. Houses the BOC data and client configuration. This may reside either on the Connector or on an existing
production SQL server. Frequently, the database is configured on the initial connector for setup purposes. After
successful testing, the connector is then re-targeted towards a production SQL server.
3. BOC Watchdog.
a. Monitors the various connectors and handles errors and updates.
4. BOCClient
a. This is the piece which resides on the end user’s machine giving them call control. It can be either Windows based,
or web based such as on the Android platform.

Optional

1. BOCWeb
a. Provides the interface between the database and the web based BOC clients such as tablets and mobile devices.
There maybe one or more instances of this configured depending upon needs. Typically, there is one for internal
clients and one for external clients. NOTE, it is recommended that the BOCWeb configured on the connector be
used to service internal network clients only. A separate, properly secured web server should be configured if
external mobile devices are desired.
2. BOC Exchange Connector
a. Thisis an additional connector providing real-time schedule data to the BOC client allowing the user to view
availability of a given person on a week by week basis as well as access to contact information.

3. Microsoft Lync Connector

a. Thisis an additional no-charge connector providing real-time data to the BOC client allowing the user to view
availability of a given person and/or optionally transfer calls to Microsoft Lync users.
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Installation Basics
You need to define which roles you will run on the machine we are building. Each role has different installation requirements.

Prior to the BOC installation, some basic steps should be accomplished.

Install Windows 2003 or greater to defaults with all of the latest Microsoft Service Packs applied. This machine should not be a
domain controller. It is recommended that all services not specifically required be stopped.

NOTE: Make certain that Event Viewer is set to overwrite as needed and file size is 2048 bytes or greater.

Create a folder on the C:\ Drive called BOCIMAGES. This will be where we save all of the downloaded installation software images.
Under this, make another folder called BOCClient. Share it so the end user can install client can be installed from here.

Download and install Microsoft SQL 2008 R2 Express or whichever version you care to use. We also recommend downloading and
installing the version which includes Management Tools.
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SQL Installation

We do not provide the SQL installation media. SQL Express is readily available for download at no charge from Microsoft. It will

support between 2500 and 2700 phones depending upon actual call volume. We support SQL 2005 and later.

When downloading SQL Express, main certain you select the download with Management Tools. This will give you SQL Management

Studio Express which is required to maintain certain settings.

We recommend installing as a named instance called BOCSQL. This will be universal across installations and ease in the

troubleshooting process. We MUST configure mixed mode authentication and set an SA password. We recommend making the SA

password the same as the password for BOC- Admin.

After the installation, you will need to configure the listeners so the SQL can be accessed.

-

Accessaties
@ Administrative Tools k
Micrasaft SQL Server 2008 3

= fh Configuration Tools 5 E’ Reporting Services Configuration Manager
Startup L4 Integration Services L4 Bﬁ] 30L Server Configuration Manager
f ware | Import and Export Data (52-bi erver Error and Usage Reporting
W BHELT tand E t Data {32-bit) 0L S E| d L. R L
& Internet Explorer TS erver Management Studio erver Installation Center
E Int t Expl -'33.SQLS i} L Stud SOL S Installation Cent;

5] =

These setting are a setup guideline only. Please secure per you network policies.
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Pay attention to the highlighted areas. They are not the defaults. Generally speaking, we do not use dynamic ports and we force to
TCP Port 1433. Also note that all IPs are DISABLED by default and the proper ones must be enabled. In a general sense, TCP Dynamic
Ports must be blank not 0, and the TCP Port should be set to 1433. Do not forget to do this in the IPALL section as well.

Launch SQL Management Studio

l.: Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help
§a1- il 5 A | S vewouery [y ¥ P fra | £ Sa
Object Explorer 1 x
Commect~ 3 3 m 7 2] K
£l [ fh SQLEXP20121BOCSQL (SQL Server 11.0.21
[# [ Databases
= C3 Security
= [ Logins
5, ##MS_PolicyEventProcessingLe
A, ##M5_PolicyTsqlExecutionL ogi
25 BUILTIN\Users
A NT AUTHORITY\SYSTEM

A NT Service\MS5QLEBOCSQL
A NT SERVICE Ririter
A NT s Winmgmt

&

& 5q New Login...
[ [ Server :
[ [ Creder bl
@ 3 Server Oby Policies
[+ [ Replicatior
[ (3 Manageme Facets
Start Powershell
Reports
Rename
Delete
Refresh
Properties

These setting are a setup guideline only. Please secure per you network policies. We recommend turning off “Enforce password
policy” on the SA account in SQL Management Studio to prevent account lockout during deployment.

Also ensure that any Windows firewall is either disabled or the proper allowances made to pass the required ports. Specifically, TCP
port 1433 for SQL and whichever port you choose for Sockets mode in the TAPI GUI.
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Installation Prep
Create DNS records for the following.

bocdb.<yourdomain> pointing at the database server IP. (The connector for now)
bocstatus.<yourdomain> pointing at the status server IP. (The connector for now)

ie.... bocdb.bridgceoc.com
Download the latest installations from the links in your email into the C:\BOCIMAGES folder.

At a minimum, you will need the BOC TAPI Connector. Move the client installs into C:\BOCIMAGES\BOCCLIENT folder. If you share
this folder, it will make it easy to do the installation of the clients from here.

NOTE: If the server is Windows 2008 R2, you will need to enable the .NET 3.5 “Feature” in the Windows Server Manager Tool.

We've included an installation wizard that will check and verify many of the required settings.
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Install TSP on the BOC Server

Cisco TAPI Driver (TSP)

You will need to install the TAPI driver from your CallManager Server. You can download the TSP installation software directly from
the URL, https://<your CUCM> /plugins/CiscoTSP.exe OR https://<your CUCM> /plugins/CiscoTSPx64.exe

Or to install from the Plugins link in the CCM Admin interface, log in to your CallManager web interface. The TAPI driver which
matches your present installation is found under Application -> Plugins.

NOTE: Do NOT install the TAPI driver through terminal services. (NO RDP or MSTSC). There have been inconsistencies noted by
many vendors when this is done. Do it from a console. The rest of the BOC utilities will install from remote connections just fine.

These steps are for 8.x/9.x CUCM systems. For prior versions, see Appendix A.

ulwln  Cisco Unified CM Administration i Cisco Unified CM Administration ¥ GO

CISCO  kor Cisco Unified Communications Solutions

admin S mentation

System  CalRouting v Media Resources v  Advanced Features w  Device v ‘ Application ¥ | User Management v  Bulk Administration v  Help +

Cisco Unified CM Assistant Configuration Wizard

[ s

Cisco Unified CM Administration

System version: 8.5.1.10000-26

Please visit the License Report Page for more details.

VMware Installation: 4 vCPU Intel(R) Xeon{R) CPU E5440 @ 2.83GHz, disk 1: 100Gbytes, 6144Mbytes RAM

Last Successful Logon: Jul 12, 2011 11:55:42 AM

Copyright @ 1999 - 2011 Cisco Systems, Inc.
|All rights reserved.

IThis product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party
authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.5. and local country laws. By using this product you agree to comply with
applicable laws and regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

|A summary of U.5. laws governing Cisco cryptegraphic products may be found at our Export Compliance Product Report web site.

For infermation about Cisco Unified Cemmunications Manager please visit our Unified Communicatiens System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

ke Cisco Unified CM Administration
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=
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Install the TSP using the default installation directories.

You may answer no to this question.... Enter the IP address of your CUCM server on the next window.

i Cisco Unified Communications Manager TSP-64Bit - Installs

Configure TSP Instance: CiscoTSPOOL.tsp

{& Cisco Unified Communications Manager TSP-648it - InstallShield Wizai x|

Choose Destination Location \ Lisarid
Select folder where setup will install files,

B0C -Admin

Password I'lll.'l"l

Verify Password vesssssene

How many Cisco Unified Communications Manager TSPs to install {dhoose from 1 to 10)7

L

CTiManager 1 [102168.5.36 [1Pva =l
EHMapoes 28] 192 168.5.37 [1Pvs =l
.,  Setup willinstall Cisco Unified Communications Manager TSP 8.5(1.7) in the
L_/ Following folder.
To install to this folder, dick Mext. To install to & different folder, dhdk Brovwss
and select another folder. Configura Security ...
Do Istalshickd
C:'\Program Fles\Cisco\CiscoTSPxE4| Browse e = |
stalitield Configure using the information from the Call Manager Objects
3 [ mee> | Concel | document. The CTI Managers should reflect your Publisher

and if available, subscriber CUCM.
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{§ Cisco Unified Communications Manager TSP-64Bit -

Media Driver/Auto-Upgrade TFTP Server IP Address

~Cisco Media Driver Configuration
(0o Media Driver UDP Port Range Start 21100

Cisco Media Driver UDP Part Range End 21699

Wedia Driver Port Range sattings apply to all TSP instances configured on this operating
system

Each Media Driver Channel requires 4 UDP ports (e.g,Port Range 21100-21105 = 1 Media
Diriver Channel)

~Auto-Upgrade Options
" ASK

' ALWAYS
" NEVER
™ Alow Non-Administrative Users to manage ther UserlD Password credentials

[¥ Start Cisco TSP Motifer when Windows starts (Recommended)

Multi-Language Settings:
Configure the TFTP sarver IP address where language files are located.

TFTP server IP Address i

InstallShield Wizard Completed

Setup has finished instaling Cisco Unified Communications
Manager TSP-E4Eit,

Flease install the Cisco Unified Communications Manager TSP
Wawe drivers as drected in the CecoMedaReadMe. txt file,
CisooMedaReadMe. bt locaton:

C:\Program Files\Clsco \ClstoTSPwe\CiscoMed aReadMe . tut

I View CiscoTSP, ket

< Bach I Finish I Camcel

Instalshield

< Back Next > Cancel

& You must restart your system For the configuration
\y changes made to Cisco Unified Communications
Manager TSP tao kake effect. Click Yes ko restart now or
Mo if wou plan ko reskart laker.

Testing TAPI Connection

You should validate that the TSP service is functioning before proceeding by running DIALER.EXE. Dialer is a Microsoft application
that operates at the same level that we do. When you see the “Connect Using” pull-down, you should see Cisco devices listed. If you
do not see anything referencing Cisco, go back and double check the CallManager object creation process documentation.
Frequently it’s a missed step or a password problem. If you ONLY see CtiParkDevices, you have not assigned any phones for control
to our user (BOC-Admin typically). Normally, you will assign ALL SEP’s in your organization to our user. If any are missed, you will be
unable to see status or control that device. There should never be CTI devices other than the CtiParkDevice.
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Lire:

Phone Dialer

File Edit Tools Help

Hurmber ta dial:

I Cisco Line: [CtiParkDevice] [3500)

Line Properties... |

Cisco Line: [ChiParkD evice] [3501)

Cizco Line: [SEPOO10184E0191] (3005)

Cizco Line: [SEPODT0124B0191] (3092)

Cizco Line: [SEPODT0184B0191] (3400]

Cizco Line: [SEPO023331BDACD] (3001)
Cizco Line: [SEPO023331BD9CD] (3002)
Cizco Line: [SEPO023331BDSCD] (3400)
Cizco Ling: [SEPO023321BDADC] (1007)
Cizco Line: [SEPO023331BDCSE] (3400)
Cizco Line: [SEPO023331BDCSE] (3601)
Cizco Line: [SEPO023331BDCSE] (3602)
= |CiscoLine: [SEPOSTFF3E37DES] (1000)
Cizco Line: [SEP7SE7DNCEOBEZ] (3071)
H323 Line
_ 2 |IPCOMF LINE
I

RS PPPoE Line0000
RAS VPN Line 0

ather programs

Cancel |

Lrial
ABC D EF
1 2
| JEL il

= Type the name of a program, Folder, document, or g 8
5 Internet resource, and Windows will open it For you, p TUW Wiy

g 9
Qpen: I dialer. exe ﬂ |

o | s |

M Minipart [L2TF]
]

: |

o8 | Cancel I Browse. .. |

J I@ Phone Dialer

sttart| J @ &

BOC Tapi Settings Wizard

12 |Page




If you have difficulty activating, it is usually a result of a proxy
or content filter blocking access.

If you are unable to bypass the proxy for the purposes of this
installation, you will need to cancel this setup wizard and
launch the BOC Tapi Gui application. From in there you can
define proxy credentials.

Fill in the appropriate information here. When you are
done, hit the “Test Connection” button. If it is successful,
you may proceed. If it fails, consult your SQL
documentation or Database professional. Basically this
test is stating whether or not a connection can be made
to the state database using the stated credentials.
Common causes of failure are firewalls and/or default
SQL communications settints.
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Add in your CallManager information. Enter a valid extension
and do the test here as well. Notice on the bottom, links to
several resources in the event of a failure here.

Verify each of these.

These settings enable the system to send email alerts when a

911 call is placed. Frequently, these will go to a distribution

group with a receptionist for emergency personnel direction
and someone to speak with whomever placed the call.

Notice the links on the page to download the proper pieces if the tests fail.

These steps will validate all of the required pieces for a successful BOC Connector deployment.
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Extensions are pulled automatically. Supplemental data such
as extension names and department can be pulled from
various places. Choose the one most appropriate for your
organization.

And then test.

Completed.
These steps will validate all of the required pieces for a
successful BOC Connector deployment.
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Installing the BOC TAPI Connector

Run the installation you downloaded earlier, SetupBOCTapi.msi. For the most part the defaults are just fine.

After the installation completes, reboot.
Then run the BOC TAPI GUI.

Enter your license key and accept the agreement when prompted and then click Activate. Occasionally, you may see an error
referring to accessing the registry. If this is the first time the program has been run, you may disregard the error and continue.

Once the GUI is launched, you must configure the server settings before it will function properly.
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Connector Server Configuration

The SMTP information is optional, but will keep an administrator abreast of updates and error conditions as they arise. NOTE: We
recommend that you do not fill out the SMTP reporting until AFTER the install is functioning properly as it can generate a lot of
emails if you experience installation problems. The second tab allows CallManager AXL and LDAP integration with Active Directory.
The box need not be checked however. The third tab allows the “Forward For” function to also forward all internal calls to another
extension rather than just external callers. The 4" and final tab is to configure the TAPI connector to restart nightly at 12:00am. This

is helpful with older TAPI installations.

This is the main Tapi Gui Page
It provides a number of bits of information as well as
allowing you to start/stop/restart the services.

Click On Settings.

Configure the SQL Server entries to match this box unless you
are using an off-box production SQL server.
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You can choose to get your supplimental data from
either AXL ont the CallManager or Active Directory via
LDAP.

Enable AXL Info Partition Searching should only be
checked in a multi-tenant situation.

Do NOT check this unless you are multi-tenant.

The Active Directory connection does NOT require the
CUCM to be AD integrated. We maintain our own
connection. There simple needs to be a Active Directory
field populated with the end users extension in some
form. If the checkbox for Exact Phone Match is NOT
checked, we do fuzzy matching. Example.... Extension
5206 will match a user who has +1-555-555-5206 in his
IP Phone field. You may also chose another LDAP field
for us to match on. A common substitution is the
Telephone number field.

If AXL is chosen we can gather from 2 places. If the
Update Type is set to Full, we will attempt to match the
known extension with telephone number field on a user

in the End Users table on CallManager.
If the Update Type of Name Only is chosen, the Alerting
name is taken from the extension (under Directory
Numbers)

These setting will allow you to tune performance and
behavior. Normally they are not adjusted unless specific
issues exist.
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You can schedule a weekly reboot on a Sunday night by
checking the box.

The SMTP section is to allow certain kinds of alerts to be sent.
You can enter a SMTP server to use for this purpose. It must
allow us to relay off it. We can pass authentication if required
for relaying.

The first kind of alert is for debugging purposes only. We do
NOT recommend configuring a System Even Email Recipient
unless instructed to do so by Support.

You can define an email address to send an alert to if 911 is
dialed on the system. We recommend this be a group so that
multiple people are alerted.
THIS IS FOR ADMINISTRATIVE ASSISTANCE ONLY
and not to be used in place of a proper 911 alerting system
or Emergency Responder Package.

You can define integration between BOC and an external
XMPP server. Most commonly this is a Cisco Unified Presence
Server (CUPS) or a Jabber server. It is very important you
follow the section on configuring CUPS integration to get it to
work properly.

19| Page




Phone Messaging and Paging (PM&P) allows the operator to
send various sorts of alerts and pages to an end user phone.
It is very important that you follow the CallManager steps for
PM&P and have them in place BEFORE attempting to
configure this.

The user entered in here MUST have CCM Admin rights. Itis
not sufficient to assign CCM Admin rights to the BOC-Admin
user and use that. When a user is selected, you can enter
various information and test messaging to the phones.
Once properly configured, you can enter telephones which
can receive splash messages when 911 is dialed.

Our updating process depends upon a reliable connection to

the internet. If you are behind a proxy server and the normal

Internet Explorer configuration is not working, you can enter

and validate your proxy credentials here so that the update
process can happen automatically.
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i, fisinghienics Examples might be frequently called vendors or personal
xit
Client Lisense Count ™ Inclide SQL Patches ceIIphones.
50 BOC Service - Running
TAPI Service : Running
°
. TAPI Connector
BRIDGE o140
COMMUNICATIONS

21 |Page




TIP: To aid in troubleshooting, we recommend installing the BOC Client on the server. Our license count is concurrent, so as long as
you exit when you are done, you won’t hurt the license count. You can follow the normal client install steps from later in this
manual.

Watchdog Setup

Once you have verified the Connector is starting and all is well, check the service and make certain it is set to automatic start.

Depending on the timing, the Connector may automatically download and install the Watchdog service. Once it is installed, make
certain it too is running and is set to automatic start.

Phone Messages and Paging

This feature will enable the Park For feature to pop a message on the telephone handset indicating a call parked for them. It will
also allow voice paging of individual handsets irrespective of call status. Be certain to complete the steps from the CallManager
Objects REV 3 document for enabling PMP on the CallManager before enabling in the Connector. Please note, the user entered here
MUST have CCM Admin rights. For a list of available sounds, please consult the TFTP directory on the CallManager.

=1o/x| Provide a user with CCM Admin rights. Unfortunately, you
Goneral | Dovice Names | Fowardng ¢ Troar | Restatt / SMTP | Presenca Fhone Messages | o | CallRedrecigg —T®annot use the BOC-Admin user by simply assigning those

rights. There is a technote from Cisco regarding a conflict
I Force HTTPS Messeges with the AXL Role and CCM Admin rights.

™ Notfy Users of Friled Messges

l or d th SE test h t |d t th t th t
User Paggword Prore SEP Numberto Teat T —— Pr P I
] e : ~* oviae e OT a test phone to valiaate a e accoun

* Tie userrequbes CCM Advin igts can access appropriately.

Tesi Phone IP |10.001
Park For Sound BCC Forward Scund S11Did
o

| Fime row [crime raw o

Enable Phone Mecsages / Serviceabdity XML Uger Setings =

~Provide the IP address of a test phone to test the various
~.messages sent to that phone

V/

s | |\

g o P 5o o | \\Add extensions on which an alert will be displayed when 911
[ Scan New I Scan Al I Vew Found | iS dlaled
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BOC Service Menu on the phones

*** This is entirely optional. It allows the end users to access information via a Services Menu

e  parking lot information

e change status

e message history

e Various address books (AD, My Address Book, etc)

Cisco Unified CM Administration

alln For Cisco Unified Communications Solutions

cisco

System = Call Routing + Media Resources v Advanced Features =+ Device » Application =

IP Phone Services Configuration
o soe

o
rStatus

Status: Ready

rService Information

i *
Service Name BOC Menu
& *
ASCII Service Name* [5oc Menu
Service Description  [goc Services Menu
o *
Service URL |http://<Connector Server>:18675/mainmenu.htm?n

Secure-Service URL | hitp://<Connector Server>:18675/mainmenu.htm?n

Service Category®  [yML Service (=]
Service Type™* Standard IP Phone Service []
Service Vendor Bridge Communications |
Service Version 5.0
Enable
[Clenterprise Subscription

:

Add the BOC Menu to the phones in the same manner as
any other phone service in CallManager.

The proper URL is made of the IP address of the
Connector server and port configured.

EXAMPLE:
http://192.168.1.1:18675/mainmenu.htm?name=#DEVICENAME#
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Cisco Unified Presence Configuration

Integration with Cisco Unified Presence Server (CUPS) is an optional configuration. For the BOC Connector to integrate with the
CUPS system, there are 2 DNS SRV records which are REQUIRED. Without them, authentication WILL FAIL.

The two SRV records will look like this in a Microsoft DNS
server environment. Adjust according to your build-out.

Service Location [SRY] | Secu[it_pl

_xmpp-server Properties

2%

Domain: |ndbridge. com
Service: I_:-trr.:-p-sr:rva
Frotocal: I_!c,,r_.

Friority: |IJ
Weight: I':I
|5259

Huost offering this zervice;

Part number;

cups.hdbridge. com.

Cancel

Apply

_umpp-client Properties e e

Service Location [SRW) I Secu[it_pi

Darmain: |ndbridge.com

Service: I__;-:mpﬁ-ch&rat ll
Protocal: I_tcp _V_I
Priarity: Iﬂi
Wdeight; ID—

Hust offering this service:

Part number:

cupz.ndbridge. com

Sl Cancel Al

You will need to create a CUPS user for the BOC server. Do not attempt to use a regular user. If they try to login, they will collide

with the server and cause issues. In addition, our processes will add all of the users in the CUPS server as contacts.

Authentication is always in the form of xxx@yyy.zzz. We can only authenticate against the CallManager account if it matches the

extension. If you would like to use UPN or email address, you must have our Connector running with the LDAP configuration and not

AXL.
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On the BOC Connector server, under settings, fill out the
Presence tab. You will need a valid CUPS user to
connect with. It is best to create an account specifically
for this person. If you use and existing account, it may
interfere with that users ability to run CUPS on their
own machine.
X out to save these changes and restart the service.

Watch the event log to ensure that proper connections
are being made. If the DNS is incorrect or you have
invalid username or credentials there will be events to
reflect that in the event view logs.
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BOC Exchange Connector Program
This document assumes Exchange 2007. The Exchange Connector can be installed on either the Exchange server or the normal BOC
Connector server (recommended). We recommend on the BOC server to simplify administration.

Run SetupBOCExchange.msi or SetupBOCExchange64.msi depending upon your deployment.

The defaults are sufficient for most installs. Upon completion, you will have an icon on your desktop called BOC Exchange

Connector GUI
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i - = 1>1| | After you properly fill out the top boxes and select the correct

S0L Server | Actve Diecoy  Evchangs | Upeote Sceed| version of Exchange, the information displayed in blue in the
middle dialog box can be cut and pasted into the Exchange
Exchangs Yarsicn Exchange EWS Url .
2o <F ] =] [Plismairdbrdgs con/EviS eschangs. s Management shell on your Exchange server to create the rights
- needed to process Exchange data.
lrdbridgs

1. Open the Exchange Managemert Shell

2 Aun e Fellwing Command

Get-ExchangeServer | where {$_ Ial.iwlAcccuouvcl cq ST"UL) |
FoiF ach-Object {Add-ADP -ldentity $_ -User (Get-User
Identity bocexchange | select-object). |denl|l1 “extendedRight <
ms-E xch-EPI-impersonation}

Mcre Irfo

[~ Tast Exzhange

Email | Find Czlendar

§

On the Exchange server, run the Exchange Management Shell

;,}servernanager =
[P

Command Prompt L

Administrator
h‘_ﬁ. Internat Information Services (I1S)
o Menages
Documents
ca
"E' Exchange Mznagement Shell
Computer
A Exrhange Management Consols
= Network
/e Intern=t Explorer
e Control Panel

~ ' Active Diractory Users and Computers
Z oute Adminictrative Tools ~ »

<®r Ease of Access Center Help ard Support

Rur...

Windows Security

» All Programs

: 11d be Familiar to Unix users. It represents the shor
tcut to your root directory. To sce what it’s coalunted §o by default. tupe:

Dir ~
You can use it as a uscful shor

meFile "“\My Documents®

Tdentity ser Deny  Inherited Rights

MATL ndbridge\hocconnector False False ms-Exch-EPI-Impers. . .

(P51
[PS]
[PS]
[PS]
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Eomene ||

SOL Server | Active Drectory Exchange I Updats Speed |

Exchange Version Ewchange EWS Url

|2207_SF‘1 L] Ihllps ¢mal.rdbrdge. comWS excharoe. asmx
User Pazzword Doman
|b:tconnadov |un enee |ndb|idge
— Configuring Exch Imp

1. Open the Exchange Management Skell
2. Run tha Following Cemmand

Get-ExchangeServer [vuheie {s_ lsCienlAccenSewe' -eq smuE)l
FoiEach-Object {Add -Identity $_.du

-Identity bocconnector | select-object) identity -extendedRight
m3-Exch-EPl-Imperzonation]

User [Get-User

Moie Inla I

[~ Tes! Exchangs

Email [cerlners@odgeoc.conl

Find Calenda

Total Calendar items tound in last 14 days:17
‘Woik Meeeting, 173072011 10:00:00 PM_1/30/2011 11:00:00 PM
Schedule Test, 173172011 7:00:00 AM,1/31/2011 8:00:00 AM

If all tasks have been completed successfully, you should see
calendar items when a valid email address is entered in the test

<
~

IS

& Settings

SOL Server ] Active Dieotovyl Exchargs

Calendan Query for Status

1 Hour

1
1 Miruite I Mnutzs
Contacts Query for Addiesz Beok
I
7/
' ' ' ' ' i f ' ' ' ' '
12 Hous

[-[O[>You can adjust the update speed as appropriate to your
organization. When you’ve completed, click the X in the upper
right corner to save your changes and exit.
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ﬁ BOC Exchange Connector GUI o= l

File  Help
| —Screens
CPU-8.6% A
Rét - 597 MB Available
BOC Exchange Using - 54 MB Total, 53 MB of Hakd
BOC Exchange CPU Threads - 12
— Service

Stop Service

Start Service

BOC Exchange : Running

P i Exchange Connector
BRIDGE 2

Yersion 1.0.46.0
COMMUNICATIONS

Go into services and make the Exchange connector run as a valid
user. And reboot the server.

Also, check the Telelphony Service and ensure it is set to
automatic start as well.
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BOC Lyvnc Connector Program

This document assumes Lync 2010. This Connector can be installed on either the Lync server (recommended) or the normal BOC
Connector server. There are certificate challenges you will face to get the Lync Connector to run properly on the BOC Connector
server, especially if using self-signed certificates.

On the Lync server, run SetupBOCLync.msi or SetupBOCLync64.msi depending upon your deployment.

The defaults are sufficient for most installs. Upon completion, you will have an icon on your desktop called BOC Lync Connector GUI

ﬁ Activate
Paste Your Product Key Here

|
BOC Lync
Connector GUI

Abort

™ | Understand and Agree to License Terms Activate I

Ioix R
SQL Server | Active Diectory | Lync Server | 1SQL Sarver Ackve Deectory | Ly Seever |
Company Name Froduct Key Domain Name fyourdoman.com) FQON of Sarver
|Pare Communications |A1D77600-2778-4FG2-ABE7-4 3077 7SEFFSF |nckeidge com |de01t ndbrdge com
SQL Server Type SQL Server P Address Domain User LDAF Tai
INSSQL ;] 192.163.1.100 Search Network I Iaamnwator |Nm.DE!com
SQL Server User SQL Server Password Domain Password
fs I [eessee
Test 5L Connection / ~Test AD C: //
Ul Test AD Cornscion
IConnection Successful
. lel- 13601 - sip melissawendihync@ndbridge com -
Devicas Found 55 tel: 15001 - sip:doughmekitchen@ndbridge.com E
tel: 15005 - sip-doughyncoffi dbridoe com
tel: 15007 - sip }ge.com
Lync Phone Entries:4
Test appears to have succeded. Remember only records with comedt Lync AD
entries will be able to update status. .
4 4
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Fill out each Tab and test.
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Client Install
If you shared the client folder from the Connector, you can install the client from there.

\\bocdb.acme.com\bocclient

After the installation completes, there will be red icon on your desktop called Bridge Operator Console. When you
launch it, the BOC Setting Wizard will appear. You will need your license key to complete.

Client Settings Wizard
Would you like to Import Settings from a file?
| If you’ve previously exported settings
from another client you can import them
. now. Then all you need to do is select a

Extension and a corresponding SEP to
complete the configuration of this client.
If you do not, simply click “Next”.

Coe
A
Enter your settings to connect to the Database
SQL Server Type SQL Server IP Address or FQDN
|mMssaL =l [152.168.5.71
SQL Server User SQL Server Password Enter the name or IP address of the
I I database server. Please note, this MAY

not be the Connector server IP address if
the database is hosted off-box.

Test Successful

_ ek | et |
A
Enter Your User Information
BExdension Group Your Extension
Al - 7400 - I~ Set Status to Away Automatically
FrEE Your Phone I Show Notfications Select your Extension and corresponding
IF“" j ISEPM?BSS1ED9CD j " Start in Extension Group SEP.
Selected Name [y Customn =| At a minimum, this will allow the client
Helpdesk Supprt e T e torun. The rest of the information is
I™ Update Via Intemet (Local Otherwise) optional.
] Pop to Foreground on Call
Back | Next

4
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BOC Settings Wizard

If you are on a WAN, you can configure
settings here.
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Manual Client Configuration

Deta | General Console | SMTP | Parc | Caling /Crir | WAN / TAP! |

Bridge Operator Console - 2.3.176.0 1ol x|

Search Network I

Server Type Server IP Server User Server Pasaword

[mssaL ~| [saeraniz 2|k 2 [eeeeesesssT 2|
Updata/Teet I Search Network

Test Successful Status Server IP Status Server User  Status Svr Passwerd

Tt Sucosasful [saLeFz012 2|k 2| [eeseseeees 2|

a Feaistration Informetion

Cempary Name Bridge Communications

Ue=gs birss 9/30/2013 9:03:07 AM

Product Key A e T AR D

Account for Updates (If Blevated Raquirad)

™ Updata Via Intamet (Otherwize Server Cemnacter)
M Enable Actomatic Updates (No Prompt)

Select Ficture I User Name  |Administrator
Fassword LT
o Crop a Picture First I
Demain
128128 Help Valdate
en-US

Import Seitings I
Epot Settngs |

V' Bypass this page and start program automatically

La.nl:hl

F@e server IP is the FQDN or ip address of
the database server, NOT the
CallManager. Itis best to use a DNS
resolved name as it can be centrally
changed and the workstations won’t
need to be reconfigured.

In *most* installations, the Server IP and
the Status Server IP are the same server.
When this first page is filled out, click the
“Update” button and then X out of the
settings. Then relaunch the application.
It will bring you back to the settings page

to complete.

"Data  Generd Console | SMTP | Parc | Caling / Chat | WAN / TAPI |

Bndge Operator Console - 2.3.176.0 =10l

r Your User Informafion - Helpdesk Support

Cument BOC Password Naw BOC Pas:

Extenaion Greun Yeur Ederacn Emal Addrees (Dptional)

(4 =l [0 =]

Console View ‘Your Phone I™" send Emal Norfcatons —7|
[Fun | [sEPo0233318DCD x Fhone Text Addrees (Optional)

| |
Change Pasaword I Helpdesk.Si
W' Stert in Bxtension Group Al v

I Set Stetus to Away Automaicaly
™ Let Outiock Calendar Dictata Starus

[ Show Noiffications
V' Show Ttle 7 Dept

Iretalled Text to Spaach Voices
Illlmeoﬁ Anna - Engiich {United States)

Ogtional Custom Lego (@51 67)

| ]

Toggls Button Label

=1 | 1 Spek Notfcetions

Toggle Eutton Enable Dial ~ Tecge Buiton Dieable Dial

ICudom ]'?s I'79

v Bypassthis pzge and stat program automaticaly

e |

Select the extension that corresponds to
"®he phone you wish to control. If the line
is shared or exists for extension mobility,
® select the SEP corresponding to the
phone you wish to control.

This should be sufficient to launch the
program. The other settings can be filled
out at your leisure.
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Exporting BOC Settings

* Bridge Operator Console - 23.176.0 N =] ]

Datz | Genorel Console | SMTP | Paric | Caling /Chat | WAN/ TAPI |

Server Scttings

Server Type Server IF Server User Server Password

[mssaL =| [saLexpz012 2|k 2| [reereerees 2|
Upcate/Test I Search Network I

Test Successiul Stetus Server IP Staius Server User  Status Svr Password

Teet Succesaful [saLExP2012 2= 2| [eevenenees 2]

Search Network I
Regeetration Information

Account for Updates (/f Elevatad Requirad)

E=

Select Picture
o Crop 2 Piciure Frst

User Name  |Administretor

Password

Domain

en-US
I” Update iz bitemet (Dtherwise Server Cornacicr) mport S
I¥ Ereble Automatic Updates (No Promot)

N Bypasea this page and start program automaiically

Procuct Kay G —
Company Name Bridge Communications
\Usage Expires 9/30/2013 9:03:07 AM //

Once you have successfully launched the program and made
the various personalizations you feel appropriate for your
organization, we recommend exporting the settings to a file.

This can be imported on subsequent installations, saving
much time and ensuring uniformity in installation.

Configuring Updates - Optional Settings

Dstz | Genorel Gonsole | SMTP | Parc | Caling /Chat | WAN/ TAP |

Server Type Server IP Server User Server Pessword
[mssaL = [saLexpzo12 2|k 2| [sesesereee 2|
Upcate/Test I Search Network I
Test Successiul Stetus Server IP Staius Server User  Status Svr Password
Teat Succeesiul [saLEXP2012 _7] [z I

Search Network I

Procuct Kay G — ]
Company Name Bridge Communications
|Usage Expires 973072013 9:03:07 AM

Account for Updates (If Elevatad Required)

User Name W
Password essssase

Comain [—
_help | Vaidato |

mport Setings I
Export Settinge I

Launch

en-US ‘

I” Update iz htemet (Otherwiss Server Cornacicr)
I¥ Ereble Automatic Updaies (No Promot)

W Bypasathiz page and siart program automatically

* Bridge Operator Console - 2.3.176.0 =101 x|

Regestration Information »
Lo

Updating is required. You have two options with regard to
that.

The 1%t option is whether the update takes place WITHOUT
user intervention. This is the default. If you would like to
give the user the opportunity to opt out of the update at each
launch. However, as long as there is an update available, the
user WILL be prompted at each launch to update.

The 2" option is to choose where to check license validitity
and where to get updates from. The default is to check the
Connector serer. The other option is to go straight to the
internet.
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Configuring Updates - Elevated Privilege Settings

Il
Datz | Generel Gonsole | SMTP | Parkc | Caling /Chat | WAN / TAPI |
Server Type Server P Server User Server Pzssword
[mssaL ] [saepan2 | 2| [seesensese 2|
Upcate/Test I Search Natwork I
Teet Succeesiul Statue Server IP Status Server User  Status Swr Paseword
Test Successiul ’50LEXP2C|12 _‘)I Isa _’?] |unnno. ll
Search Network I
Procuct Ky G SR —
Comoany Name Bridge Communications ”
Usage Expires 9/30/2013 9:03:07 AM /
W- Account for Updates (If Flr vated Required)
Select Ficture User Name  |Administretor
Password esssssse
° Crop 2 Piciure Frt
Domain
128128 Help | Vaidate l
en-US
I” Update iz bitemet (Dtherwise Server Cornacicr) mport Settings I
IV Encbie Automatic Updates (No Promot) Export Settings I
W Bypaes this page and start program automatically Launch

.

If the normal user of the application does not have rights to
install applications locally, the auto updates will fail. This can
be addressed by providing credentials of another user with
elevated priviledges. This does not need to be an
adminsitrator, only a user with rights to install applications
locally.

NOTE: You MUST login into the workstation once as this user

and configure the BOC Client. These credentials will be used

in an impersonation to apply updates when logged in as the
normal operator.

If the user you wish to use is a machine local account and NOT
a domain account, set the Domain field to NONE.

Hybrid Mode

In this mode, the client will gather certain live call information directly from the TAPI stream thus speeding up processing.
There are 2 parts to enabling Hybrid Mode. First, the TSP must be downloaded from the CallManager and installed on the
workstation. When completed and tested, go into the BOC Client settings and enable it by checking “Enable Hybrid Mode”. You will

also need the number to dial external numbers and the VoiceMail prepend character.

Cisco TAPI Driver (TSP) install on Client

You will need to install the TAPI driver from your CallManager Server. You must match the processor version (32bit or 64bit) of the
TSP to the version of the workstation. There is no 64 bit driver for CallManager prior to 8.5 Update 1. You cannot run the 32 bit TSP
on a 64bit workstation. In addition, the 32 bit driver prior to 8.5 Update 1 does NOT support Windows Vista or Windows 7 32bit.

TSP 1 Click Install

This tool will attempt to automate the download and installation of the Cisco TSP. This should be run as a user with enough rights to

do a software installation.

It should also, only be run if there is no TSP installed. It will not be able to update or change settings for an existing installation.

The tool will attempt to locate the “closest” CUCM based on ping time. It will then download the appropriate version of the TSP for
your OS from the CUCM. It will bring the username and password from the BOC Server in an encrypted form so you will not need to
type that in either.
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Bridge Operator
Console

TSP 1 Click Install

hrA

BOC Log Sender

Rerun Setup
Wizard

o 1 Click TSP Install - Bridge Communications I
Windows 05 Microsoft Windows @ Pro Ping Time: Server
Bis " 00001 1921685.36
CMTSPVer 3113
Aready Installed  Falss
Installed Ver  Not Installed
Enors Detected
Install Setiings to Use

Server 1 User

[192.168.5.3 BOC-Admin

Server2 Password

verseneren
Change Server [P Addresses as Needd Befors Clicking Instal
Begin 1 Click Install

Manually Install TSP on Client for hybrid
Access the following URL,

https://<your CUCM>/plugins/CiscoTSP.exe for 32bit OS
https://<your CUCM>/plugins/CiscoTSPx64.exe for 64bit OS

Install the TSP using the default installation directories.

You may answer no to this question.... Enter the IP address of your CUCM server on the next window.

{i# Cisco Unified Communications Manager TSP-648it - InstallShield Wi

Choose Destination Location
Select folder where setup will install files,

How many Cisco Unified Communications Manager T5Ps toinstall (dhoose from 1 to 10)7

L

., Setup willinstall Cisco Unified Communications Manager TSP 8.5(1.7) in the
|/ Folloning folder.

To install to this folder, dick Mext. To install to a different folder, dick Brovwse

and select anather folder.
Destination Foldar
’7 C:'Program Fles\Cisco\CiscoTSPxE4| Browse

ataliShield

ﬁ;‘ Cisco Unified Communications Manager TSP-G4Bit - Installs

Configure TSP Instance: CiscoTSPDOLtsp

Userid [poc-Admin

Password Iunllotlcul
verify Password i Ly
CiiManager 1 [w2.388.5.3 [1Pvs =
ER Mo 28197 168.5.57 [1Pv2 =

Configure Security ... |

InstalShicld

cancel |

Configure using the information from the Call Manager Objects
document. The CTI Managers should reflect your Publisher

and if available, subscriber CUCM.
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{&# Cisco Unified Communications Manager TSP-64Bit - Instal

Media Driver/Auto-Upgrade TFTP Server IP Address

" Clsco Media Driver Configuration fc';‘ Cisco Unified Communications Manager TSP-64Bit - Install=hield x|

B0 Redin Crber (006 cort Bamge Start 871100 InstallShield Wizard Completed

Cisco Media Driver UDP Port Range End [21529 Setup has finished instaling Cisco Unified Communications

Manager TSP-G-Eit.
Wedia Driver Port Range sattings apply to all TSP instances configured on this operating

system Flease install the Cisco Unified Communications Manager TSP
= Wave drivers as drected in the CiscoMedaReadMe. tut fie,
Eﬁﬁrﬂmg:;m Channel requires 4 UDP ports (e.g,Port Range 21100-21103 = 1 Meda el s S
C:\Program Files\Clsco \ClstoTSPwe\CiscoMed aReadMe . tut
~Auto-Upgrade Options
" ASK
I View CiscoTSP, ket

' ALWAYS
" NEVER

™ Alow Non-Administrative Users to manage ther UserlD Password credentials

[¥ Start Cisco TSP Motifer when Windows starts (Recommended)

Multi-Language Settings:
Configure the TFTP sarver IP address where language files are located.

< Back I Finish I Camcel

TFTP server IP Address |

Instalshield

< Back Next > Cancel

{ii8 Cisco Unified Communications Manager TSP =]

& You must restart your system For the configuration
\:!) changes made to Cisco Unified Communications
Manager TSP tao kake effect. Click Yes ko restart now or
Mo if wou plan ko reskart laker.

Testing TAPI Connection

You should validate that the TSP service is functioning before proceeding by running DIALER.EXE. When you see the “Connect
Using” pull-down, you should see your phones listed. If you do not, go back and double check the CallManager objects creation
process documentation. Frequently it's a missed step or a password problem.
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Connect Using

Line:

[ 21X

< Phone Dialer

File Edit Tools Help

Number to diak
I j'

Dial

ABC | DEF
T 3
GHI | KL | MNO
“_l 5_| R

2] %]

Run

)

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

|Cisco Line:

Line Properties... I

. [CtiParkDevice] (3500)
[ChParkDevice] (3500
CtiParkDevice] (3501)
SEP0010184B0191] (3005)
SEP0010184B0191] (3092)
SEP0010184B0191] (3400)
SEP0023331BDSCD] (3001)
SEP0023331BDICD] (3002)
SEPO023331BDSCD] (3400)
SEP0023331BDAOC] (1001)
SEP0023331BDCSE] (3400)
SEP0023331BDCSE] (3601)
SEP0023331BDCSE] (3602)
SEPO81FF3637DES) (1000)
Cisco Line; [SEP78E7D1CB0B63] (3071)
H323 Line

IPCONF LINE

LPT1

RAS PPPoE Line0000
RAS VPN Line 0

'WAN Miniport (L2TP)
e |

Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:
Cisco Line:

| other programs

PRS [ TUV | wxy
7 8 9
3 S

Open: I dialer.exe

- |

I~

|

Cancel I &owse...l

Wstan| | (3 &

|| &y Phone ialer

Bridge Operator Console - 2.3.176.0

‘Dta | General Consale | SNTP | Parc | Caling /Crat  WAN ¢ TAFI |

I lam wurring this progrem across a WAN

Updats Spead

W Cache Exansion Data (Recommended) (Feg

Tapi H+Z.1a Mode Settings (Recommended)

¥ Enable Hybrid Mode {Recuires local TSP Installed)
“TO USE THIS FEATURE THE PHONE SYSTEM TSP MUST 8€ INSTALLED AND CONFIGURED ON THISFC

Didl For Outaids Line Preperd For VI
s [ 1 Cick TSP Instal |

I” Enable Sockst Mods (Only Used 7 Hybrid Mcce Not Posstle)

[ International Calling

B0C WII Aopend the String Below for Intemational Numbers that Begin with +

Exchde Stating With (<1 US)
F

Intemational Code

V' Bypase this page and start program automaticaly

_ e |

When the TSP install is completed and tested, go into the BOC
Client settings and enable it by checking “Enable Tapi Data
From This PC”

You will also need the number to dial external numbers and
the VoiceMail prepend character.
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Appendix A

Install TSP on BOC Server or Console for CUCM 7.x and Prior systems

Access the URL, https://<your CUCM>/plugins/CiscoTSP.exe and run it.
Install the TSP using the default installation directories.
You can access it via CCM-Admin web page thru here.

File Edit ‘“iew Faworites Tools  Help

T:? H'ﬁ' @ Cisco Unified Communications Manager Console | |

wlialin  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = CallRouting = Media Resources »  Yoice Mail =  Device = Applicstion = User Management »  Bulk Administration = Help =

Cizco Unified CM Assistant Configurstion Wizard
Cizco Unified Ch Attendant Consale »

Fluging

Cisco Unified CM Administration

System version: 7.0.1.11000-2

Copyright @ 1999 - 2008 Cisco Systerns, Inc.
all rights reserved,

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use, De
Importers, exporters, distributors and users are responsible for compliance with 0.5, and local country laws, By using this product you agree to o
immediately.

& summary of U.S, laws governing Cisco cryptographic products may be found at: httpdfwww cisco.comfwwl/export/ory ptotool/stgrg . bteml.
If you require further assistance please contact us by sending email to export@cisco.com.
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Or the URL, https://<your CUCM> /plugins/CiscoTSP.exe

Install the TSP using the default installation directories.

You may answer no to this question.... Enter the IP address of your CUCM server on the next window.

L]
fl i

TFTP Server IP Address

TFTF server IP Address ||

Cisco Unified Communications Manager TSP Setup 5[
‘fp Do you want to Install Multiple Instances of Cisco Unified Communications Manager
-

TaP?
lote:
ko |
\--../

‘when the TSP preferences UL is opened for the first time after installation, the language
files are automatically downloaded From the TFTF server IP address mentioned abowe.,

If the above field is left blank, then the user will have to manully configure the TETP server
IP address and then downlad the language files in the langauges tab.

Installshisld

< Back I Mext = I Cancel

Uncheck the “View CiscoTSP.txt” box and Restart as requested
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d Communications Manager TSP - Installshield

InstallShield Wizard Completed

Please install the Cisca Unified Cormmunications Manager TSP

Ci\Program Files Cisco'\waveDrivers

[~ Wiegw CiscoTSP.bxt

Setup has finished installing Cisco Unified Communications M.,

Wave drivers as directed in the CiscoTSP.kxt file, Wave driv...

< Back I Finish I Cancel

i!g!;'u Cisco Unified Communications Manager |

o musk reskart your syskem for the configuration
changes made ko Cisco Unified Communications
Manager TSP to take effect, Click ¥es to restart now or
Mo if wou plan to restart later,

After the reboot, go into the Windows Control Panel and “Phone and Modems “.

Click on the “Advanced” tab and configure the CiscoTSP0OO01.tsp provider, ignore this error if it pops.

Phone and Modem Options

Ciialing Hulesl Modems Advanced |

H! 3 The following telephony providers are installed on this computer;

Providers: %

ticrozoft H. 323 Telephony Service Provider

ticrozoft HID Phone TSP

I ticrozoft Multicast Conference TAF| Service Provider
HDIS Proxy TAPI Service Provider

TaF Kemel-Mode Service Provider

| rimaden & Service Provider

Bemove | anfigure...l

2|

Cancel | Apply

L |
CiscoTUISPOO1 x|

i
E
|
1

Locale update error:
File nat Found,
Please check the TFTP server IP address

N

Configure using the information from the Call Manager Objects document.
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Cisco Unified Communications Manager TSP

General User ICTI Managerl SEcurityI W’avel Trace | Advancedl Langl]agel

Security
Uzer Marne:
Password:

Verify Password:

o1

Cancel

Apply

Cisco Unified Communications Manager TSP

General | User  CTI Manager ISecunt_l,ll \N’avel Trace I Advanced | Language

~ Primary CTI Manager Location
 Mone
" Local Host
& |P Address:
IPvE Address:
" Host Name:

[Ts2 78536
I

[ Backup CTI Manager Location
" None

" Local Host

& P Address:
|P6E Address

© Host Name:

|192158537

~ IP Addressing Preference

Prefened IP Addressing Mode

0 |Pyd " IPvE

o]

Cancel

Apply

These should reflect your Publisher and if available, one subscriber CUCM.

After that, you may click Ok and save out.

TAPI AutoUpdate

Go into Windows Services. We need to make a change to the Telephony service to ensure updates to the TAPI driver on the

CallManager flow out to the Connector.

You can then save and restart the service.
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Testing ODBC Connection

Verify that the DNS entries are working by pinging bocdb.<domain name> ... bocdb.acme.com

Launch odbcad32.exe. Go to the System DSN tab and add a new SQL Server connection.

I A,

This wizard will help you create an ODBC data source thatyou can use to
connectto SQL Server.

User DSN | System DSN |Fi|e DSNI Driversl Tracing | Connection Pooling | Abom‘

System Data Sources: % | What name do you want to use to refer to the data source?

Name Driver Add... —'51‘—‘ Name: BOC

How do youwantto describe the data source?
Description:  BOC Testing

Which SQL Server do you wantto connectta?

Server. bocdb.acme.com -

An ODEBEC System data source stores information about how to connectto the
indicated data provider. A System data source is visible to all users on this Finish |L Next > J [ Cancel ] [ Help

machine, including NT services.

&) [oma || xn

[ Create s New Data Source 1550, verver W il Change to SQL Server Authentication

| . . .
B e Give is sa username and password you defined in the SQL
| install.
E_ () With Windows NT authentication using the network login ID
- @ With SQL Server authentication using a login ID and password entered

*'berhe user.

To change the network library used to communicate with SQL Server. click

Client Configuration
_.9 I Client Configuration..

Connectto SQL Server to obtain default setings for the additional
configuration options.

LoginID: sa

Password. ®eesse

[ <Back ‘E Next > i I Cancel I I Help I

N“"mf*mw_ =) Uncheck the Dynamically determine port and force it to 1433.

".'} Server alias: hacdb acme com ! The C|iCk OK and Next.
Metwork Bbranies Connaction paramelers
Mamed P o it vy o
@ TCPwe
Mulipectsecl " Dynamically determine part
NVLink IPX/SPX PO SEGEAE 133
ApplaTalk
Banyan VINES
VIA
Other

[Cox_] [ cancel | [ oo
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|| Change the default database to

master -

|| Attach database filename

b

drop the stored procedures:

( :' Only when you disconnect

When you disconnect and as appropriate while you are connected

Use ANSI quoted identifiers.
Use ANSI nulls, paddings and wamings.
Use the failover SQL Server ifthe primary SQL Serveris not

|
available. |

<Back | New» | [ cancel || Help |

Create temporary stored procedures for prepared SQL statements and |
|

,

[ |Change the language of SQL Server system messages to:

% English -
_'A“—‘ ["]use strong encryption for data
Perform translation for character data

[ Use regional settings when outputiing currency, numbers, dates and times.
[ |save long running queries to the lag file

C:\Users\Dan\AppData\Local\ Temp\QUERY.LOG Browse.

Long query time (millisecands). 30000

[ |Log ODBC driver statistics to the log file

CiAUsers\Dan\AppDatalLocal\Temp\STATS LOG Browse..

[ <Back || Fiish | [ Cancel | [ Help

ODBC Microsoft SQL Server Setup

A new ODBC data source will be created with the following configuration:

Microsoft SQL Server ODBC Driver Version 06.01.7601 -~

Data Source Name: BOC

Data Source Description: Test BOC DB Connection

Server bocdb.acme.com

Database: (Default)

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on disconnect
Use Failover Server. No

Use ANSI Quoted Identifiers: Yes

Use ANSINull. Paddings and Wamings: Yes L
Data Encryption: No

J ,

Click Test Data Source

l TestData Source... ] l 0K ] l Cancel ] ]
—_— —u
S server o0C Datasouree e N
Test Results
Microsoft SQL Server ODBC Driver Version 06.01.7601 o

Running connectivity tests...

Attempting connection
Connection established
Verifying option settings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY! |

If the connection is successful, you may continue. If it fails go
back over the SQL setup steps and verify them until it does.

Double check firewall settings on the machine as well. We
recommend disabling the firewall until the product is set up
and verified working. At that time you can turn the firewall on
and begin the lockdown and allow process.
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